

ATC LonWorks Specification


PART 1 - GENERAL

1.1 
DESCRIPTION

This section defines the Basic Materials and Methods used in the installation of LonWorks Control products to provide the functions necessary for control of the mechanical systems on this project.

A. Provide a Facility Management and Control System incorporating LonWorks, Direct Digital Control, equipment monitoring, and control consisting of microprocessor based plant control processors interfacing directly with sensors, actuators, and environmental delivery systems (i.e. HVAC units); electric controls and mechanical devices for all items indicated on drawings described herein including dampers, valves, panels, sensing devices; a primary communications network to allow data exchange between microprocessor based devices.  The system shall use EIA Standard 709.1, the LonTalk protocol, as the communication protocol from node to node and from nodes and operator workstations.

B. The system will consist of a flat, open architecture that utilizes the LonTalk protocol as the common communication protocol between all controlled and controlling devices, and LNS architecture for the definition of the device database. No other device database structure will be permitted. When necessary or desired, LonTalk packets shall be encapsulated into TCP/IP messages to take advantage of existing infrastructure or to increase network bandwidth. Any such encapsulation of the LonTalk protocol into IP datagram’s shall conform to existing LonMark guidelines for such encapsulation. Systems that utilize non standard routing methods or hierarchal systems consisting of master or global controllers that poll and/or control less intelligent unitary controllers on a secondary bus will not be considered.

C. The system network shall be an Echelon Local Operating Network (LON). All nodes shall communicate with each other over one or more channels utilizing one of the LonMark approved transceivers (Type 1 – FTT-10A, Type 2 – Twisted Pair). There will be no consideration given to any system that does not use LonWorks as the primary communications network. System controllers shall be capable of sharing standard network variable data with other LonWorks based devices that utilize the same transceivers.

D. System controllers shall utilize either the Echelon's 3120 or 3150 Neuron microprocessor for network communications. “Hosted” controllers that utilize a 3rd party chip coprocessor for communications are not acceptable. Controllers shall be capable of accepting control programs downloaded over the LON.

E. The system installed shall be able to seamlessly connect devices other than HVAC throughout the building regardless of subsystem type, i.e. HVAC and lighting shall coexist on the same network channel with out the need for gateways. These components shall share common software for network communications, configuration, time scheduling, alarm handling, history logging, custom programming and monitoring.

F. Gateways shall not be used unless authorized in writing by the project engineer. Use of a gateway requires submittal of the documentation as required by the owner or owner's representative. It is the intent of this specification that gateways be limited to integrating legacy systems where applicable. Acceptance of gateways is at the sole written discretion of the owner and/or owner's representative.

G. System Monitoring and Supervisory Control shall be provided through the installation of a GUI (Graphical User Interface) software application that supports a direct driver to the LonWorks LNS database and is fully compliant and compatible with the LonMaker Network Editor that is used on campus. The GUI workstation shall provide complete access to any point in the system at any time. The GUI shall be able to directly support LNS based discreet controller “plug-in” configuration modules as supplied by the device manufacturers. Remote Operator interfaces and configuration tools shall be supported in a client-server fashion.

H. The control system shall be able to accommodate multiple user operation. Access to the control system data should be limited only by operator password. Multiple users shall have access to all valid system data. All operator functions shall be recorded by an audit trait resident on the GUI platform.

I. The control system shall be designed such that mechanical equipment will be able to operate under stand-alone control. In general, the operation of any controllers on the network shall not rely on any other controller for its functional operation. System controllers that require a master computer will not be considered. Function specific modules may be used to supplement the functionality resident in each controller. As such, in the event of a network communication failure or the loss of any other controller on the LON, the control system shall continue to independently operate under local control of the resident program stored in nonvolatile memory as detailed herein. In such a case, each individual controller shall continue to perform basic functions until a network connection can be restored.

J. The documentation contained in this section and other contract documents pertaining to HVAC Controls is schematic in nature. The Contractor shall provide hardware and software necessary to implement the functions shown or as implied in the contract documents.

K. System configuration and monitoring shall be performed via a PC-type computer. Under no circumstances shall the PC be used as a control device for the network. It can be used for storage of data.

L. LonWorks components not supplied by the primary manufacturer shall be integrated to share common software for network communications, time scheduling, alarm handling, and history logging.

M. All system controllers shall utilize a peer-to-peer communications scheme to communicate with each other and with the PC-type monitoring computer(s).

N. Controllers shall contain non-volatile memory for storage of control programs, configuration, time schedules, and historical log data. All such data shall be retained in the event of a power failure. System controllers shall have an onboard, battery-backed real-time clock to ensure correct time-of-day operation following a power failure. Terminal Device Control Units controllers (VAV’s, Heat Pumps, etc) shall be peers on the network and be able to synchronize data from plant controllers upon network power up.

O. History data logging and alarm detection shall be attained from all LonWorks controllers in the network, including third party LonWorks devices from alternate manufacturers. This data shall be monitored in the user interface software.

P. Controllers shall use a software mechanism for network addressing and Identification. It shall not be necessary to set physical network address switches on each controller.

Q. System shall utilize LonMark defined standard network and command protocol Types (implicit messaging) for all data including, but not limited to, physical input and output values, input and output overrides, as well as general purpose input and output values used by the controller's control program. The utilization of explicit messaging or protocol converters shall not be acceptable unless approved in writing by the owner representative prior to bid.

R. Individual products shall conform whenever possible to the LonMark Interoperability Standards. If products are not certified by the LonMark organization, product submittals must include the application source code, external interface file, resource files and complete documentation regarding all LonMark Objects, network variables and configuration properties supported by the device.

S. Products shall be provided with complete documentation. This shall include diagrams of all LONMARK objects supported by the product as well as relevant technical specifications.  Undocumented products must be tagged and accepted by the Architect or Engineer prior to installation. Do not install undocumented products without such acceptance.

1.2 RELATED WORK

A. The installation of motor starters that are not factory‑installed, thermal overload switches, and power wiring to motors, starters, thermal overload switches, and contactors, is specified in another Division.  This Section includes the furnishing and installation of controls and wiring for automatic controls, electric damper and valve operators, terminal control units, interlocks, starting circuits, and wiring to power consuming control devices.

B.
Note:
The specification writer shall indicate here who supplies, wires and install the smoke duct detectors.
1.3
DEFINITIONS

A. Algorithm:  A logical procedure for solving a recurrent mathematical problem.

B. Analog:  A continuously varying signal value (temperature current, velocity, etc.).

C. Application Specific Device:  A device that is furnished with a pre-established built in application that is configurable but not re-programmable.

D. Binary:  A two-state system where an "ON" condition is represented by a high signal level and an "OFF" condition is represented by a low signal level.

E. Control Wiring:  This includes conduit, wire, and wiring devices to install complete HVAC control systems, including motor control circuits, interlocks, sensors, PE and EP switches, and like devices.  This also includes all wiring from node to node, and nodes to all sensors and points defined in the I/O summary shown on drawings or specified herein, and required to execute the sequence of operation.  Does not include line voltage power wiring.

F. Diagnostic Program:  Machine-executable instructions used to detect and isolate system and component malfunctions.

G. Distributed Control:  A system whereby all control processing is decentralized and independent of a central computer.

H. Gateway:  A device that contains an input/output (I/O) software driver to translate input data from one format to output data in a second format.

I. Human-Machine Interface (HMI):  Human-machine interfacing allows the operator to manage, command, monitor, and program the system.

J. HVAC Control Systems:  The complete LonWorks® control system, comprising the user interface and routers, gateways, repeaters, nodes, the operator workstation, software, portable operator terminals, network communications wiring and raceways, and required field hardware, etc.

K. Integration:  Establishing communication between two devices through the use of a gateway.

L. Interoperable:  Establishing communication between two devices through the use of a common protocol and without the use of any gateways.

M. LonTalk(:  Open communication protocol developed by the Echelon Corporation.

N. LonWorks®:  The overall communications technology for control systems developed by Echelon Corporation.  The technology employs routers, gateways, bridges, and multimedia transceivers to permit topology and media- independent control solutions.

O. LonMark® Interoperability Association:  Standards committee consisting of numerous independent product developers and systems integrators dedicated to determining and maintaining the interoperability guidelines for the LonWorks® industry.

P. LonMarked( - device has been certified for compliance with LonMark standards by the LonMark association.

Q. LonWorks® Application Specific Nodes (LASN) - a networked device or node that contains a complete, configurable application that is specific to a particular task.

R. LonWorks® Programmable Nodes (LPN)  - a programmable control product that incorporates solid-state components based upon the Neuron® chip to perform control loops or functions.  The application in the controller is custom software produced by the integrator specifically for the project.

S. LonWorks® Single Point Nodes (LSPN): devices such as temperature and humidity sensors, that have an on-board Neuron microprocessor and network interface allowing them to communicate on the LonWorks® network.

T. Network:  A system of distributed control units that are linked together on a communication bus.  A network allows sharing of point information between all control units.  Additionally, a network provides central monitoring and control of the entire system from any distributed control unit location.

U. Node:  A LonWorks® device with a neuron chip and LonTalk transceiver.

V. Operating System (OS):  Software that controls the execution of computer programs and which provides scheduling, debugging, input/output controls, accounting, compilation, storage assignment, data management, and related services.

W. Operator Workstation (OW):  The OW consists of a high-level processing personal computer that provides graphic user interface to network.

X. Peripheral:  Input/Output (I/O) equipment used to communicate to and from the computer and make hard copies of system outputs and magnetic files.  Peripherals include CRTs, printers, hard drives, disk drives, and modems, etc.

Y. Portable Operations Terminal (POT):  Permits remote operator interface to facilitate network management, node commissioning, diagnostics, and general operator interface with the installed LonWorks® control system.

Z. Programmable Device:  A device that does have a pre-established built in application.  An application creation software tool is required for an application to be created and downloaded to the device.

AA. Router:  A device that routes messages destined for a node on another segment sub-net or domain of the control network.  The device controls message traffic based on node address and priority.  Routers shall also serve as communication links between powerline, twisted pair, fiber, coax, and RF media.

AB. XIF: “External Interface File” contains the contents of the manufacturer’s product documentation.

1.4
SUMMARY OF WORK

A. Provide LonWorks based products that communicate on multiple channels to meet the functional specifications as indicated on the Drawings and the dedicated product functional specifications and profiles specified in other sections.

B. Provide LonTalk routers as required to combine different communication channels onto a central field bus or as required to segment groups of Intelligent Devices and/or Control Units. Equip each router with a network transceiver on each network port (inbound and outbound) as dictated by the network type (Type 1 - FTT, Type 2 - TP, Type 3 - PL, Type 4 - LP, Type 5 RF, and Ethernet).

C. The BAS Contractor shall utilize Performance Calculations to simulate all network traffic in advance to minimize field troubleshooting prior to installation of network control devices.  Additional routers and/or repeaters shall be installed by the contractor to maintain acceptable network traffic.

D. The BAS Contractor shall utilize a LonWorks protocol analyzer tool to monitor network traffic on all installed control channels for a minimum of 24 hours per channel after final installation. The BAS contractor shall reconfigure nodes and/or install additional routers as necessary to maintain traffic to less than 50% of channel bandwidth capacity.

E. Provide Intelligent Devices (ID's), Programmable Control Units (PCU's), and Terminal Device Control Units (TDCU's) as herein specified, as needed to perform functions indicated in the input output summaries and sequences of operation, and/or indicated on the HVAC drawings.

F. Provide wire, raceway systems, 24 DC and/or 24 AC power supplies and final connections to nodes provided by this contract and the following Control Units to meet or exceed all pertinent and applicable codes.

G. The BAS Contractor shall provide all controls, sequences of operation, and systems monitoring as required by these specifications and by the drawings. Provide all required devices, sensors, hardware, software, wiring, controllers, etc.

1.5
PRODUCTS FURNISHED BUT NOT INSTALLED UNDER THIS SECTION.

A. Control Valves

B. Sensor Wells

C. Control Dampers

1.6
QUALITY ASSURANCE

A. General: The HVAC Control System shall be furnished, engineered, installed, tested and calibrated by factory certified technicians qualified for this work. The contractor shall have in place a support facility located within ___ miles of the project site with technical staff, spare parts inventory and all necessary test and diagnostic equipment.  Factory trained technicians shall provide instruction, routine maintenance, and emergency service within 24 hours upon receipt of request.

B. BAS Contractor Qualifications:

1. The BAS contractor must be regularly engaged in the service and installation of LonWorks based systems as specified herein. In addition, the contractor shall employ and assign to this project engineers and technicians that are regularly engaged in the service and installation of LonWorks based systems as specified herein. 

2. The BAS contractor shall be an authorized representative in good standing of the manufacturer of the proposed hardware and software components. In addition, the contractor shall employ and assign to this project engineers and technicians that have experience with the proposed hardware and software components.

3. The BAS contractor shall have an office that is staffed with designers trained in integrating interoperable systems and technicians fully capable of providing LonWorks instruction and routine emergency maintenance service on all system components.

4. The BAS contractor shall have in house capabilities to provide control strategies for whole building control. This includes HVAC and lighting applications.

5. The BAS contractor shall have a service facility, staffed with qualified service personnel, capable of providing instructions and routine emergency maintenance service for networked control systems.

C. Hardware and Software Component Manufacturer Qualifications

1. The manufacturer of the hardware and software components must be primarily engaged in the manufacture of LonWorks based systems as specified herein, and must have been so for a minimum of five (5) years.

2. The manufacturer of the hardware and software components as well as its subsidiaries must be a member in good standing of the Echelon Open Systems Alliance.

3. The manufacturer of the hardware and software components shall have an authorized representative capable of providing service and support as referenced in section B above, and must have done so for a minimum of three years.

4. The manufacturer of the hardware and software components shall have a technical support group accessible via a toll free number that is staffed with qualified personnel, capable of providing instruction and technical support service for networked control systems.

5. The manufacturer of the hardware and software components must have no less than three (3) similar projects, which have LonWorks based building systems as specified herein installed by the authorized representative referenced above. The projects must be on-line and functional such the Owners/Users representative can observe the system in full operation.

D. Manufacturers listed below are acceptable providers of hardware or software as listed solely if full compliance with the specifications is demonstrated to the satisfaction of the project engineer.  Only products demonstrating full compliance with the specifications will be accepted whether or not the manufacturer's name appears below:

1. Field Level Controllers Manufacturers:

i. TAC Xenta

2. Operator Workstation/GUI software providers:

i. TAC Vista

ii. Wonderware

iii. Intellution

3. Network Editing and commissioning software:

i.  LonMaker ONLY

E. Reference Standards

1. Control system components shall be new and in conformance with the following applicable standards for products specified:

i. ANSI\EIA 709.1 (LonTalk Protocol)

ii. LonMark Certified (Version 3.1 Guidelines)

iii. UL 916 (Energy Management Equipment)

F. Products

1. Utilize standard components for all assemblies. Custom hardware, operating system, and utility software are not acceptable.

2. All products (PCU's, TDCU's and ID's) shall contain LonWorks networking elements to allow ease of integration of devices from multiple vendors.

3. All materials, equipment and software shall be standard components, regularly manufactured for this and other systems and custom designed for this project. All systems and components shall be thoroughly tested.

1.7
SUBMITTALS

A. General: Submit the following according to conditions of Contract and Division 15 Specification sections. In addition, provide the following:

1. Product data on all components used to meet the requirements of the specifications such as enclosures, network transceivers, XIF documentation, configuration parameter options, mounting details, power supplies, etc.

2. Provide the LonMark Profile version number the devices comply with.

3. Software documentation regarding the proposed PC operating system third party utilities and application programs, and the proposed application program for the Control Units.

4. Logical and physical diagrams for each channel indicating each node (control devices and ID's), node address (domain, subnet and group), channel type and router specifications.

5. Submit functional temperature control diagrams for each.

6. Mechanical system served by the HVAC Control System. Indicate and Tag each input/output served by each Control Unit or Intelligent Device.

7. Submit 8 sets of submittals for review within 3 weeks of contract award.

B. Shop Drawings

1. The controls contractor shall submit AutoCAD or Visio generated schematic drawings for the entire control system for review and approval before work shall begin. Included in the submittal drawings shall be a one-page diagram depicting the complete system architecture complete with a communications riser. Drawings shall include point-to-point wiring diagrams and must show all temperature controls, start- stop arrangement for each piece of equipment, equipment interlocks, wiring terminal numbers and any special connection information required for properly controlling the mechanical equipment. The submittal shall include a bill of material reference list as well as equipment sequences of operation.

2. The submittals shall include manufacturer's catalog data describing each item of control equipment or component provided and installed for the project.

3. System Color Graphics using the AutoCAD or Visio generated schematic drawings. Dynamic points, menus Icons, commandable points, etc. should be clearly identified.

4. Color conventions proposed for all graphics.

C. Close-Out Documents: Submit in accordance with requirements of Section XXXXX.  Include final copies of shop drawings outlined in paragraph B above, reflecting all field modifications and change orders required to complete the installation.

1.8
OPERATION AND MAINTENANCE MANUALS

A. Submit in accordance with Section XXXXX.

B. Include the following documentation:

1. Network Management Software User Manual specific to each tool package provided.

2. Maintenance Instructions: Document all maintenance and repair/ replacement procedures.  Provide ordering number for each system component, and source of supply. Provide a list of recommended spare parts needed to minimize downtime.

3. Documentation of network variables, network node configurations, priority interrupts, node binding, addressing structure, etc.

1.9
INSTRUCTION OF OWNER OPERATING PERSONNEL

A. All training shall be by the HVAC Controls Contractor and shall utilize specified manuals, as-built documentation, and the on-line help utility.

B. Operator training shall include 2 initial eight-hour sessions or, if the owner desires this time may be allotted differently. The initial operator training program shall be to establish a basic understanding of Windows based software, functions, commands, mouse, etc. The training shall encompass as a minimum:

1. Troubleshooting of input devices, i.e., bad sensors.

2. Sequence of operation review.

3. Sign on - sign off.

4. Selection of all displays and reports.

5. Commanding of points, keyboard and mouse mode.

6. Modifying English text.

7. Use of all dialogue boxes and menus.

8. System initialization.

9. GUI Software.

10. LonMaker Network Management Software.

C. Conform to all additional requirements of Section xxxxx.

1.10
ACCEPTANCE PROCEDURE

A. Upon completion of the installation, Contractor shall start-up the system and perform all necessary calibration and testing to ensure proper operation of the project control systems.

B. Schedule a hardware demonstration and system acceptance test in the presence of the Contracting Officer and/or the Engineer. The acceptance testing is defined as demonstrating the sequence of operation as indicated in the drawings. The hardware demonstration is specified in this Section. The Contractor shall perform all tests prior to scheduling the acceptance test and hardware demonstration to insure the overall system is ready for inspection and observations.

C. When the system performance is deemed satisfactory in whole or in part by these observers, the system parts will be accepted for beneficial use and be deemed substantially complete as defined in Division 1.

1.11
OWNERSHIP OF PROPRIETARY MATERIAL

A.
The owner shall retain all rights to software for this project.

B.
The owner shall sign a copy of the manufacturer's standard software and firmware licensing agreement as a condition of this contract.  Such license shall grant use of all programs and application software to owner as defined by the manufacturer's license agreement, but shall protect manufacturer's rights to disclosure of Trade secrets contained within such software.  All project developed software and documentation shall become the property of the owner.  These include, but are not limited to: 

1. Project graphic images

2. Record drawings

3. Project network database

4. Project‑specific application programming code

5. All documentation.

1.12
WARRANTY

A. The HVAC Control System shall be free from defects in workmanship and material under normal use and service. If within twelve (12) months from the date of substantial completion, the installed equipment is found to be defective in operation, workmanship or materials, the building systems contractor shall replace, repair or adjust the defect at no cost. 

B. The warranty shall extend to material that is supplied and installed by the Contractor. Material supplied but not installed by the Contractor shall be covered per the above to the extent of the product only. Installation labor shall be the responsibility of the trade contractor performing the installation.

C. All corrective software modifications made during warranty service periods shall be updated on all user documentation and on user and manufacturer archived software disks.

1.13
PRODUCT DELIVERY, STORAGE AND HANDLING

A. Do not install electronic hardware in the project until non-condensing environmental conditions have been established. Products installed in violation of this request will be replaced at no additional cost to the project.

B. Coordinate storage requirements for factory mounted terminal control units on air terminal devices, air handling units or other packaged control equipment. Do not store control units on site in non-conditioned areas.

C. Factory-Mounted Components: Where control devices specified in this section are indicated to be factory mounted on equipment, arrange for shipping control devices to unit manufacturer.
PART 2 – PRODUCTS

2.1
ACCEPTABLE MANUFACTURES REPRESENTATIVES

A. TAC as installed by ___________________.

B. Other manufacture’s representatives must submit for approval seven (7) prior to bid.

2.2
NETWORKS

A. The system architecture shall as a minimum support the following levels.

1. 78kbyte FTT 10 channels for operating nodes.

2. 1.25 MB high speed bus to tie together multiple 78kbyte FTT 10 channels.

3. IP (via network interface card, or a LTA card & Lon to IP adaptor).

4. Modem to FTT10 for remote sites.

5. Access to a system workstation over the IP via standard web browser.

B. Local area network minimum physical and media access requirements:

1. Ethernet; IEEE standard 802.3.

2. Cable; 10 Base-T, UTP-8 wire, category 5.

3. Minimum throughput; 10 Mbps with the ability to increase to 100 Mbps.

2.3
NETWORK ACCESS

A. Remote Access to Installations on the Owner’s Intranet:

1. The owner shall provide the IP address(es) for remote access by the contractor to the control system via the Internet.

B. Remote Access to Installations on a Contractor-provided Intranet:

1. The Owner shall provide a connection to the Internet to enable this access via high-speed cable modem, asynchronous digital subscriber line (ADSL) modem, ISDN line or T1 Line.  The Owner agrees to pay monthly access charges for connection and ISP.

2.4
PROGRAMMABLE NODES

A. General Requirements

1. LPNs shall be equipped with a 3120 Neuron® with co-processor or 3150 Neuron® microprocessor controller, (flash or EEPROM) memory for general data processing, power supply, network transceivers.

2. Operating system software, custom operating sequence software and application programs shall be stored in programmable, non-volatile memory.

3. A LPN shall operate totally stand-alone and independent of a central computer for all specified control applications.  Software shall include a complete operating system (OS), communications handler, point processing, standard control algorithms, and specific control sequences.

4. LPN’s shall be a modular design with a separate wiring base.  The base shall be din-rail mounted and provide terminal strips to allow field wiring to take place without the controller hardware being present.  The controller hardware shall “plug-in” to the wiring base.  The controller hardware shall be able to be removed without removing wires or terminal strips.

5. LPN’s shall include a battery or capacitor backed hardware calendar/clock device.

6. LPN packaging shall be such that complete installation and check-out of field wiring can be performed prior to the installation of electronic boards.  The complete LPN including power supplies, etc., shall be factory-mounted, wired and housed in a NEMA 1 enclosure or as required by the location and local code requirements.

7. The LPN LonWorks® network interface shall be a Type 1 transceiver.  A communication connection shall be provided for attaching POT to node for downloading and troubleshooting applications.

8. The LPN shall provide for a RS232 PC connection.

9. The LPN shall provide for a RS232 modem connection.

10. The LPN shall provide for a connection to a local digital display unit.

11. LPNs shall include:

i. Network service pin.

ii. Power On indicator light.

iii. Network communication indicator light.

B. Input/Output Requirements

1. Binary Input (BI) Types Supported by the LPN:  The BI function shall accept on-off, open-close, or other change of state (two state data) indications.

2. Analog inputs shall include, 0-10 Vdc, 0-20 mA, 4-20 mA, and 1,800 ohm (25ºC) or 10,000 ohm (25ºC) thermistor.  Resolution of the Analog to Digital converter shall be a minimum of 10 bits.

3. LPNs shall include universal inputs that support either of the above describe inputs.

4. The LPN shall accommodate both binary and true analog outputs, 0-10Vdc.  The resolution of the digital to analog converter shall be a minimum of 8 bits. 

5. Binary outputs shall be capable of handling maintained as well as pulsed outputs for momentary or magnetic latching circuits.

6. The LPN shall accommodate expansion input/output units.

7. Enclosure shall be NEMA 1.

8. The LPN shall include all hardware and software required for communications with other nodes, PCs, and the OW over the LonWorks LANs.

9. Programming shall provide for the control of network data traffic through the use of send on delta and time adjustable control of network broadcasts or polls.

2.5
LonWorks® APPLICATION SPECIFIC NODES (LASN) 

A. General characteristics of LASN

1. The processor shall be a 3120 or 3150 Neuron.

2. LonMark certified and must comply with the following LONMARK® interoperability profile guidelines:

i. Variable Air Volume (VAV) boxes 

- Profile 8502

ii. Fan Coil Units




- Profile 8501

iii. Unit Ventilators



- Profile 8505

iv. Heat Pumps




- Profile 8503

3. Non-programmable, configurable application.

4. Shall provide software configuration tool, as specified under system software.

5. Data broadcasting to the network or data polling shall be controlled by the application to preclude data storms on the network.

6. Controllers shall include all inputs and outputs necessary to perform the specified control sequences.  Analog and digital outputs shall be industry standard signals such as 0-10Vdc and floating point control allowing for interface to industry standard field devices.

7. After a power failure the LASN must run the control application using the current setpoints and configuration.  Reverting to default or factory setpoints is not acceptable.

B. Power Meter Node

1. The power meter node shall be a Neuron®-based metering device, which allows sending and receiving LonWorks® network variables.  It shall include two devices, the electrical measurement device and the integration node device.

2. The electrical measurement device shall be a three-phase power meter with current transformer and power inputs.  It shall have a system accuracy of ±1% conforming to ANSI C12.1 metering standards.  Input primary voltage, 208 to 480 VAC rms.  Phase monitoring capability, one or three.  Split core current transformer to meet application.  It shall pass 26 data points to the integration node.

3. The integration node device shall take the data points from the electrical measurement device and report the energy information on the LonWorks® network.

4. The integration node shall be LSPN.

5. LonWorks® Network Interface, the power meter node, shall use a Type 1 transceiver.

C. CO2 Node

1. The CO2 node shall be a Neuron®-based CO2 sensor which allows sending and receiving LonWorks® network variables.

2. The CO2 node shall accept the following variables as input - nvi Request.

3. The CO2 node shall have the following network variable output - nvoCO2ppm, nvoStatus.

4. The CO2 shall be LSPN.

5. LonWorks® Network Interface, CO2 node, shall use a Type 1 transceiver.

D. Variable Frequency Drive (VFD) Node – See Specification 15xxx or 16xxx.

Note:
The specification writer shall coordinate that system controls provided with equipment provided under other sections, shall be LonWorks®-based to allow them to communicate with the DDC system.
E. Boiler Node – See Specification 15xxx.

Note:
The specification writer shall coordinate that system controls provided with equipment provided under other sections, shall be LonWorks®-based to allow them to communicate with the DDC system.
F. Chiller Node – See Specification 15xxx.

Note:
The specification writer shall coordinate that system controls provided with equipment provided under other sections, shall be LonWorks®-based to allow them to communicate with the DDC system.
G. Intelligent LonMark( Room Sensors

1. Room temperature sensors are to be provided with a cover to prevent accidental damage.

2. Terminal unit temperature sensors shall all be of the thermistor (NTC) type with a minimum of 100 ohm/ degrees F resistance change versus temperature change within a range of 60 to 90F to ensure good resolution and accuracy.  Thermistor shall produce 3000 ohm at 77 degrees F for calibration.

3. Sensor shall be supplied with a vertical base for mounting on a standard single gang junction box supplied by the SI contractor.

4. This shall be a SPN with an integrated thermistor, neuron chip, and Type 1 transceiver.

5. Temperature sensor cover plate shall be vandal proof, flush mounted with hex head hardware.

2.6 VARIABLE AIR VOLUME (VAV) AIR DISTRIBUTION TERMINAL CONTROL UNIT (TCU) NODE

A. Control of VAV air distribution terminal units shall be accomplished by an individual TCU node with network interface to the DDC system.  The TCU shall be equipped with a 3120 or 3150 Neuron® microprocessor controller, programmable non-volatile (Flash or EEPROM) memory, power supply, I/O, terminal blocks, and network transceivers.

B. The TCUs shall be LASN.

C. Air distribution terminal unit TCUs shall be provided with transformers as necessary for 120 Vac operation.

D. Each air distribution terminal unit TCU shall contain resident programs that are field configurable for a specific application.  Resident programs shall be contained in nonvolatile memory using EEPROM and FlashRam.

E. The TCU shall support the following functions:

1. Both pressure independent and pressure dependent control strategies.  For pressure independent control, the damper control algorithm shall be based on fuzzy logic.

2. Multiple heating and cooling set points (occupied, standby and unoccupied).

3. Timed occupancy override with a configurable time period.

4. Support for occupied, standby, unoccupied, shutdown and purge modes.

5. Minimum airflow settings for heating and cooling in both the occupied and unoccupied modes.  In the occupied mode these settings shall be dynamically reset as a function of a CO2 value sent to the controller over the network or locally measured.

F. The TCU shall support the following interfaces:

1. Damper only VAV terminals.

2. Series fan powered VAV terminals.

3. Parallel fan powered VAV terminals.

4. Hydronic reheat coils with tri-state actuators.

5. Up to 3 stages of electric reheat (two position control).

6. Local occupancy sensor-PIR.

7. Local CO2 sensor.

8. Room Temperature Sensor with local display, occupancy override, and set point adjustment.

9. Connection to the TCU through the room sensor for air balance configuration.

G. TCU Configuration and commissioning – provide TCU configuration and commissioning via POT connected to the network, or service device connected to the TCU through the zone sensor.

H. The TCU shall be LonMark™-certified for functional profile of a VAV controller.

I. LonWorks® Network interface, the TCU, shall use a Type 1 transceiver.

2.7
DIGITAL DISPLAY UNIT (DDU) – Liquid Crystal Display

A. General Requirements.

1. The DDUs shall permit the project operating staff to:

i. Display point values

ii. Display parameters

iii. Change time schedule elements

iv. List and acknowledge alarms 

v. Monitor points in the system

vi. Command points (manual overrides) of points

vii. Override input points (put inputs in test)

viii. Read and check LonWorks variables on the network

ix. Password protected

x. Node configuration for Fan Coil and Rooftop Unit TCUs

2. DDU with the following components:

i. Liquid Crystal Display

ii. Minimum 4x20 character

iii. Pushbuttons for scrolling display and enter

iv. Permanent mount or portable connection.

2.8
LON ROUTERS, REPEATERS AND TRANSCEIVERS

A. General

1. Equip each router with a network transceiver on each network port (inbound and outbound) as dictated by the network type (Type 1 - FTT, Type 2 - TP).

2. The network router shall be designed to route messages from a segment, sub-net, or domain in full duplex communication mode.

3. Routers shall utilize LonTalk® protocol transport, network, session layers to transparently route messages bound for a node address in another sub-net or domain.

4. Routers and repeaters shall be fully programmable and permit a systems integrator to define message traffic, destination, and other network management functions utilizing LonWorks® software tool.

5. The routers and repeaters shall be capable of DIN rail or panel mounting and be equipped with status LED lights for Network traffic and power.

6. Provide a minimum of two Neuron 3120 or 3150 processors for use as the network router communication controller.

B. Ethernet IP Router

1. Equip each router with an Ethernet IP communication on one side and a LonTalk® transceiver Type 1 FTT or Type 2 - TP on the other side.

2. The network router shall be designed to route messages from a segment, sub-net, or domain in full duplex communication mode.

3. On Ethernet IP side, the router shall utilize Ethernet IP protocol transport to route messages.

4. On the LonTalk® side, the routers shall utilize LonTalk® protocol transport, network, session layers to transparently route messages bound for a node address in another sub-net or domain.

5. Routers shall be fully programmable and permit a systems integrator to define message traffic, destination, and other network management functions utilizing LonWorks® software tool.

6. The routers shall be capable of DIN rail or panel mounting and be equipped with status LED lights for Network traffic and power.

C. Transceivers

1. Type 1 network transceiver, free topology, twisted pair:  Provide a transformer isolated, twisted pair transceiver capable of mounting directly on a printed circuit board.  The transceiver shall meet the following specifications:

i. Meets LonMark™ Interoperability Association Standards.

ii. Differential Manchester encoded signaling for polarity insensitive network wiring.

iii. Transformer isolated for common mode rejection.

iv. 78kbs network bit rate up to distances of 2000 meters.

v. Free topology supports star, home run, multidrop and loop wiring topologies.

vi. Complies with FCC and VDE requirements.

vii. UL recognized component.

2. Type 2 Network Transceiver, Twisted Pair:  Provide a transformer isolated twisted pair transceiver capable of mounting directly on a printed circuit board.  The transceiver shall meet the following specifications:

i. Meets LonWorks® interoperability standards.

ii. Differential Manchester encoded signaling for polarity insensitive network wiring.

iii. Transformer isolation for common mode rejection.

iv. 1.25Mbs network bit rate up to distances of 1000 meters.

v. FCC and VDE Level B requirements compliance.

vi. UL recognized component. 

The following three (3) sections (2.9, 2.10, 2.11) contain specifications for different user interfaces.  Please select the desired option:

	
	Hardware Web Server (2.9)
	Centralized Web Server (2.10)
	Web Browser Clients (2.11)

	Stand alone system with web interface
	X
	
	X

	Large scale system web interface
	
	X
	X

	Standard PC user interface for small or large scale systems.
	Remove 2.9, 2.10 and 2.11
	Remove 2.9, 2.10 and 2.11
	Remove 2.9, 2.10 and 2.11


2.9 HARDWARE LEVEL WEB SERVER (HLWS)

A. General Requirements

1. HLWS shall support Secure Socket Layer (SSL) connections to web clients utilizing 128-bit encryption.  

2. HLWS shall be provided for human machine interface (HMI) to nodes, via standard web browsers over a local intranet or the Internet.

3. HLWS shall be installed on the LonWorks® network to communicate to nodes via Type 1 transceivers.

4. The HLWS shall have Ethernet connection and IP addressing to allow connection to intranet or Internet.  Configuration settings shall be stored on the HLWS.

5. HLWS shall be non-PC based.

6. HLWS module shall “plug-in” to a standard wiring base for power and communication connections.  The module shall be able to be removed without removing wires or terminal strips.

7. Operator password levels shall be set and used to control user rights and access.

8. The HTML based web pages shall be able to present trend logs, color graphics and alarms, which can be created, downloaded and maintained via a software tool.

9. The operator shall be able to view and change setpoints, view status and operating conditions.

10. The operator shall be able to activate and view trends.

11. The operator shall be able to view alarm status.  The operator shall be able to read, acknowledge, block, and sort alarms.

12. Settings, like configuration and web pages, shall be stored in non-volatile (flash) memory.

13. Provide serial and modem connections. 
2.10 CENTERALIZED WEB SERVER (CWS)

A. Local connections shall be via an Ethernet LAN.  Remote connections shall be via ISDN, ADSL, T1 or dial-up connection.

B. It shall be possible to provide access to all LonWorks® nodes via a single connection to the Web Server.

C. The server shall provide the following functions, at a minimum:

1. CWS shall support Secure Socket Layer (SSL) connections to web clients utilizing 128-bit encryption.  

2. Global Data Access: The server shall provide complete access to distributed data defined anywhere in the system.

3. Client management, including username/password

4. Handles acknowledgement of alarms

5. Handles reports, diagrams, and other documents

6. Handles events (historical logging)

7. Presentation of web-based color graphics, reading and writing of values.

8. The server shall accept time synchronization messages from trusted precision Atomic Clock Internet sites.

2.11
WEB BROWSER CLIENTS

A. The system shall support web clients using a standard Web browser such as Internet Explorer™ or Netscape Navigator™.

B. The Web browser software shall run on Microsoft Windows platforms.

C. The Web browser shall provide the same view of the system, in terms of graphics, logs, alarms, and provide the same interface methodology as is provided by the HMI.

D. The Web browser client shall support at a minimum, the following functions:

1. User log-on identification and password shall be required. If an unauthorized user attempts access the log-on screen is re-displayed.  Security using Java authentication and encryption techniques to prevent unauthorized access shall be implemented.

2. HTML programming shall not be required to display system graphics or data on a Web page.  HTML editing of the Web page shall be allowed if the user desires a specific look or format.

3. Storage of the graphical screens shall be in the Web Server without requiring any graphics to be stored on the client machine. 

4. Real-time values displayed on a Web page shall update automatically without requiring a manual “refresh” of the Web page.

5. Users shall have administrator-defined access privileges.  Depending on the access privileges assigned, the user shall be able to perform the following:

i. Modify common application objects, such as set points, in a graphical manner.

ii. Commands to start and stop binary objects shall be done by clicking or double clicking, the selected object and selecting the appropriate command from the pop-up menu.

iii. View logs, charts, and trend reports

iv. View and acknowledge alarms.

6. Loading of additional software at the web-client is not acceptable.  This must be performed via upload from the web-server.

7. Graphic screens on the Web Browser client shall support hypertext links to other locations on the Internet or on Intranet sites, by specifying the Uniform Resource Locator (URL) for the desired link.

2.12 PORTABLE OPERATORS TERMINAL (POT) – LAPTOP COMPUTER

Note:
The specification writer shall place the requirements for a laptop computer here (if required).  Operating system shall be the latest version of Microsoft Windows 2000 or XP Professional.
2.13 OPERATOR WORKSTATION (OW)

Note:
The specification writer shall place the requirements for an operator workstation computer here (if required).  Operating system shall be the latest version of Microsoft Windows 2000 or XP Professional.
2.14 SYSTEM SOFTWARE

A. Command & Operating Software

1. As a minimum, the menu driven command and operating software shall permit the operator to perform the following tasks with a minimum knowledge of the HVAC Control System provided and basic computing skills.

i. Configure the network.

ii. Create control sequences.

iii. Graphical interface to systems.

2. Provide additional third party software to permit the operator to manage hard drive files such as access, delete, copy, modify, etc.  The package shall be object oriented and permit the user to manage directories upon boot-up.  The file management software shall organize directories and sub-directories using files, file folder objects.

3. On-Line Help.  Provide a context sensitive, on-line help system to assist the operator in operation and editing of the system.  On-line help shall be available for all applications and shall provide the relevant data for that particular screen.  Additional help information shall be available through the use of hypertext.

4. Security.  Each operator shall be required to log on to that system with a user name and password in order to view, edit, add, or delete data.  System security shall be selectable for each operator.  The system supervisor shall have the ability to set passwords and security levels for all other operators.  Each operator password shall be able to restrict the operator’s access for viewing and/or changing each system application, full screen editor, and object.  Each operator shall automatically be logged off of the system if no keyboard or mouse activity is detected.  This auto log-off time shall be set per operator password.  All system security data shall be stored in an encrypted format.

5. System Diagnostics.  The system shall automatically monitor the operation of all HVAC control workstations, printers, modems, network connections, and nodes.  The failure of these devices shall be annunciated to the operator.

6. Reports and Logs.  Provide a reporting package that allows the operator to select, modify, or create reports.  Each report shall be definable as to data content, format, interval, and date.  Report data shall be archived on the hard disk for historical reporting.  Provide the ability for the operator to obtain real time logs of designated lists of objects.  Reports and logs shall be stored on the PC hard disk in a format that is readily accessible by other standard software applications including spreadsheets and word processing.  Reports and logs shall be readily printed to the system printer.  Data shall be able to transferable to other software packages so as to create custom reports.

7. Web Browser Access:  The DDC system shall provide total integration of the facility infrastructure systems with user access to all system data, either locally over a secure Intranet within the building or by remote access by a standard Web Browser over the Internet.

B. Graphical Object-Oriented Programming Software 

1. The system shall include a graphical object-oriented programming function which shall be used to create all control sequences utilized in LonWorks® programmable nodes.  The graphical object-oriented programming function shall provide programming elements to be connected together to create a logic diagram.  The graphical object-oriented programming function shall include elements for mathematical, logical, timing, setpoint, display and input/output functions to create logic diagrams that represent sequences of operation for LPNs.

2. Program elements shall be able to be combined into a custom template that can then be used as a standard function.

3. Program checkout and debug tools shall include display of real‑time and/or simulated system variables and inter-object data on the programming screens.  The user shall be able to assign fixed or variable values to inputs during the dynamic debugging of the control sequence.

4. The graphical programming tools shall provide the ability to print I/O lists, lists of standard network variables and lists of all parameters to be viewed by the HMI.

5. The programming software shall reside on each POT and OW server for programming and/or configuring each model of LPN on the project.  The applications shall be downloaded and executed at the appropriate nodes.  The software shall allow for updated applications via the network from the OW.

6. DDC programs are to be provided to meet the control strategies as called for in the sequence of operation sections of these specifications.  Each LPN shall have available a full library of DDC algorithms, intrinsic control operators, arithmetic, trigonometric, logic, Proportional Control, Proportional plus Integral (PI), Proportional plus Integral plus Derivative (PID), and relational operators for implementation of control sequences.  2-POSITION, FLOATING, STANDARD I/O AND COUNTER INPUTS, TIME BASED DATA, CURVE FIT FUNCTION, PSYCHOMETRIC FUNCTIONS, INTEGRATION.

7. All DDC setpoints, gains, and time constants associated with DDC programs shall be available to the operator for display and modification via the POT, DDU or OW interface.

C. Library of Applications:  A library of control, application, and graphic objects shall be provided to enable the creation of applications and user interface screens.  Provide the capability to cut & paste objects and libraries into applications for a node/system.  Applications are to be created by selecting the desired control objects from the library, dragging or pasting them on the screen, and linking them together, using a built-in graphical connection tool.  Completed applications may be stored in the library for future use.  Graphical User Interface screens shall be created in the same fashion.  Data for the user displays is obtained by graphically linking the user display objects to the application objects to provide “real-time” data updates.  Any real-time data value or object property may be connected to display its current value on a user display.  Systems requiring separate software tools or processes to create applications and user interface display shall not be acceptable.

D. Provide integral trend-logging presentation in the programming screen.

E. Print capability, with page break reference tags to allow down to 8 ½”x 11” size paper

F. Off-line simulations (step function, continuous run function, simulation of external inputs)

G. Dynamic presentation of logic in on-line state (all intermediate values)

H. Text to logic screens

I. Memory monitoring

J. Power cycle restart function

K. Run-time capability

L. Calculator objects, (basic stuff), including if-then-else, log, ln, exp, and trig functions.

M. Recognize standard network variable type data (nvi) and create network variables to put on the network (nvo)

N. Programming Objects

1. Provide the capability to copy objects from the supplied libraries, or from a user-defined library to the user’s application.  Objects shall be linked by a graphical linking scheme by dragging a link from one object to another.  Object links will support one-to-one, many-to-one, or one-to-many relationships.  Linked objects shall maintain their connections to other objects, regardless of where they are positioned on the page and shall show link identification for links to objects on other pages for easy identification.

2. Configuration of each object will be done through the object’s property sheet using fill-in the blank fields, list boxes, and selection buttons.  Use of custom programming, scripting language, or a manufacturer-specific procedural language for configuration will not be accepted.

3. The software shall provide the ability to view the logic in a monitor mode.  When on-line, the monitor mode shall provide the ability to view the logic in real time for easy diagnosis of the logic execution.  When off-line (debug), the monitor mode shall allow the user to set values to inputs and monitor the logic for diagnosing execution before it is applied to the system (step function and run mode, integral trend logging).

4. The system shall support object duplication within the Owner’s database.  An application, once configured, can be copied and pasted for easy re-use and duplication.  All links, other than to the hardware, shall be maintained during duplication.

O. Object Libraries

1. A standard library of object function blocks shall be included for development and setup of application logic, user interface displays, system services, and communication networks.

2. The function blocks in this library shall be capable of being copied and pasted into the user’s database and shall be organized according to their function.  In addition, the user shall have the capability to group objects created in their application and store the new instances of these objects in a user-defined library.

3. Start-Stop Time Optimization Object.  Provide a start-stop time optimization object to provide the capability of starting equipment just early enough to bring space conditions to desired conditions by the scheduled occupancy time.  Also, allow equipment to be stopped before the scheduled un-occupancy time just far enough ahead to take advantage of the building’s “flywheel” effect for energy savings.  Provide automatic tuning of all start / stop time object properties based on the previous day’s performance.

P. Application Specific Node Configuration software Tools: Provide application specific node configuration software tools that will permit the individual LASN to be configured and commissioned with appropriate parameters.  This software will reside on the POT.  Functionality shall include:

1. Recognize all Standard Configuration Parameters (SCPTs)

2. Provide capability for setting all Standard Configuration Parameters (SCPTs)

3. Translation capability for user defined configuration parameters

4. Monitoring capability for nvo’s from the nodes

5. Ability to set the values for nvi’s to the nodes

Q. Network Management

1. LonMaker for Windows network management software tool shall be used to assign domain, subnet, and node addresses to nodes; configure all routers and repeaters; define network data connections between LonWorks® device network variables, known as “binding;” and record binding data into node addressing tables, and create a database of all addressing and binding information for all nodes on the network.  

2. Network management shall include the following services: browse all network variables on nodes; Attach, Detach, Manage, Add, Remove, and Replace nodes; plus transmission error off-line, on-line reporting. 

3. The network management database shall be resident in the operator workstation server, ensuring that anyone with proper user name/password authorization has access to the network management database at all times.  

4. The software shall have Client/server capability to allow multiple users ability to manipulate the database simultaneously.

R. Human-Machine Interface - Operator Workstation Software

1. The HMI shall be a client/server architecture to allow multiple client access to an Ethernet connected server.  The workstation shall operate also as a stand-alone workstation/server.

2. The software shall enable an operator to interact with various devices including LonWorks® nodes, recorders, input/output (I/O) systems, intelligent transmitters, and other field devices.

3. It shall provide the following functions:

i. Calendar.

ii. Scheduling.

iii. Trending.

iv. Alarm monitoring and routing.

v. Time synchronization.

vi. Time zone handling

vii. Integration of LonWorks® controller data

viii. Object linking and embedding for process control (OPC) for connectivity to third party OPC compliant software/devices

ix. Color graphic display

x. On-line plots

xi. Use Microsoft NT security

xii. System documentation generation

xiii. Dynamic data exchange (DDE)

xiv. Dispatch of a single time schedule to all programmable nodes

4. System Configuration.  At a minimum, the HMI shall permit the operator to perform the following tasks, with proper password access:

i. Create, delete, upload, or modify control strategies.

ii. Add/delete objects to the system.

iii. Tune control loops through the adjustment of control loop parameters.

iv. Enable or disable systems

v. Generate text file reports to a networked printer.

vi. Select points to be alarmable and define the alarm state.

vii. Configure alarms to be sent to Microsoft windows mail client

viii. Select points to be trended over a period of time and initiate the recording of values automatically.

ix. Provide different levels of security to every object in the HMI database

x. Modify and create users with passwords and access levels and also be able to use currently logged on users and passwords

5. Event Alarm Notification and Actions

i. The HMI software shall provide alarm recognition, storage, routing, management, and analysis.

ii. The HMI software shall be able to route any alarm condition to any defined user location whether connected to a local network or remote via dial-up, telephone connection, or wide-area network.

iii. Alarm generation shall be selectable for annunciation type and acknowledgement requirements including, but not limited to:

a. To alarm.

b. Return to normal.

c. To fault.

iv. Provide for the creation of alarm classes for the purpose of routing types and or classes of alarms, i.e.: security, HVAC, Fire, etc.

v. Provide timed (schedule) routing of alarms by class, object, group, or node.

vi. Provide alarm generation from “runtime” and /or event counts for equipment maintenance.  The user shall be able to reset runtime or event count values with appropriate password control.

vii. Control equipment and network failures shall be treated as alarms and annunciated.

viii. Alarms shall be annunciated in any of the following manners as defined by the user:

a. Screen message text.

b. Email of the complete alarm message to multiple recipients.  Provide the ability to route and email alarms based on:

i. Day of week.

ii. Time of day.

iii. Recipient.

c. Pagers via paging services that initiate a page on receipt of email message.

ix. Auto answer (at OWS) and auto dial (from node)

x. Graphic with flashing alarm object(s).

xi. Printed message, routed directly to a dedicated alarm printer.

xii. Audio messages.

xiii. The following shall be recorded by the OWS HMI software for each alarm (at a minimum):

a. Time and date.

b. Location (building, floor, zone, office number, etc.).

c. Equipment (air handler #, accessway, etc.).

d. Acknowledge time, date, and user who issued acknowledgement.

e. Number of occurrences 

xiv. Alarm actions may be initiated by user defined programmable objects created for that purpose.

xv. Defined users shall be given proper access to acknowledge any alarm, or specific types or classes of alarms defined by the user.

xvi. A log of all alarms shall be maintained by the OWS HMI and shall be available for review by the user.

xvii. Attach a graphic screen, text notes, and/or plant status report, to each alarm, as defined by user.

xviii. Repeat/nuisance alarms must have feature to be disabled, and a feature for monitoring disabled alarms.

xix. The system will be provided with a dedicated alarm window or console.  This window will notify the operator of an alarm condition, and allow the operator to view details of the alarm and acknowledge the alarm.  An alarm notification window will supercede all other windows on the desktop and shall not be capable of being minimized or closed by the operator.  This window will notify the operator of new alarms and un-acknowledged alarms.

xx. The dedicated alarm window shall provide user selectable colors for each different priority of alarm.

6. Data Collection and Storage Requirements

i. The OWS HMI shall have the ability to collect data for any property of any object and store this data for future use.

ii. The data collection shall be performed by objects, resident in the node, and if desired OWS, shall have, at a minimum, the following configurable properties:

a. For interval logs, the object shall be configured for time of day, day of week and the sample collection interval.

b. For deviation logs, the object shall be configured for the deviation of a variable to a fixed value.  This value, when reached, will initiate logging of the object.

c. For all logs, provide the ability to set the maximum number of data stores for the log and to set whether the log will stop collecting when full, or rollover the data on a first-in, first-out basis.

d. Each log shall have the ability to have its data cleared on a time-based event or by a user-defined event or action.

e. All log data shall be stored in a database in the OWS HIM and the data shall be accessed from a server (if the system is so configured) or a standard Web Browser.

f. Systems that cannot provide log data in HTML formats at a minimum shall not be acceptable. 

g. The OW shall have the ability to archive its log data either locally (to itself), or remotely to a OWS server.  Provide the ability to configure the following archiving properties, at a minimum:

i. Archive on time of day.

ii. Archive on user-defined number of data stores in the log (buffer size).

iii. Archive when log has reached its user-defined capacity of data stores.

iv. Provide ability to clear logs once archived.

7. Audit Log

Provide and maintain an Audit Log that tracks all activities performed on the OWS HMI.  Provide the ability to specify a buffer size for the log and the ability to archive log based on time or when the log has reached its user-defined buffer size.  Provide the ability to archive the log locally to OWS HMI or to a server.  For each log entry, provide the following data:

i. Time and date.

ii. User ID.

iii. Change or activity: i.e., change setpoint, add or delete objects, commands, etc.

8. Database Backup And Storage

i. The OW shall have the ability to automatically backup its database.  The database shall be backed up based on a user-defined time interval.

ii. Shall have the ability to automatically complete full or partial backups; and have the ability to full or partial restore.  Partial is defined as only items that have changed in the database.

iii. Copies of the current database and, at the most recently saved database shall be stored in the OW.  The age of the most recently saved database is dependent on the user-defined database save interval.

9. Graphical Real-Time Displays.  The HMI, shall at a minimum, support the following graphical features and functions:

i. Graphic screens shall be developed using any drawing package capable of generating and importing a GIF, BMP, DWG, DXF, or JPG file format.  In addition to, or in lieu of a graphic background, the HMI shall support the use of scanned pictures.

ii. Graphic screens shall contain objects for text, real-time values, animation, color spectrum objects, logs, graphs, HTML, or XML document links, schedule objects, hyperlinks to other URL’s, and links to other graphic screens.

iii. Modifying common application objects, such as schedules, calendars, and set points shall be accomplished in a graphical manner.

iv. Commands to start and stop binary objects shall be done by clicking the selected object and selecting the appropriate command from the pop-up menu.  Data entry may be typed or mouse entered.

v. Adjustments to analog objects, such as set points, shall be done by clicking the selected object and entering value or using a graphical slider to adjust the value.

vi. The OWS shall be able to support multiple graphic objects at the same time.  If tiled, then each graphical object shall be fully scalable or aspect locked.

vii. Trend Displays (variable versus time) - A trend display shall show the values of points plotted versus time similar to a strip chart recorder.  Eight tags shall be trended per trend.  The HMI software shall provide real-time and historical trending (for data which had been logged).  This may be achieved by either color graphic page display or an Microsoft excel based display.

viii. Real-Time Trends - shall contain real-time data without consuming hard disk space.

ix. Historical Trends Logs - A historical trend log display presents data stored on the computer’s hard disk.

x. X-Y Plots (variable versus variable) - An x-y plot shall dynamically represent the real-time or historical relationship one variable plotted against another variable.

xi. Automatic Generation - All trends and plots shall be self-generated and not require any programming by the user.

xii. The HMI software shall provide dialog boxes and menu picks for configuring trends and plots.

xiii. Any analog or binary data may be trended or plotted.

xiv. The software shall store pre-configured presentation of trends to facilitate operator call-up of trend log displays.  It shall be possible to call up a trend log with pre-assigned data.

10. Graphics Builder - The HMI software shall provide a graphics builder.

i. Display Documentation - The graphics builder shall provide show, simulate, review, and document animation functions to allow the user to identify, diagnose, change, and document animation points on each display.

ii. A library of vendor-supplied objects will be included.  These objects, widgets, and symbols must be continuously scalable.  These items shall be editable by the user.

iii. A library of animated graphic objects shall be included.

iv. Animation - The Graphics Builder will animate process graphics with real-time data from field devices.

v. Multi-State Color Animation shall be provided to change a graphic object’s color from a palette of colors.

vi. Alarm Color - Color animation for normal, alarm, and alarm acknowledged states for both analog and binary point tags shall be provided.  The user shall define the foreground and background colors for each state.

vii. Alarm Blink – Objects and text data shall blink based on alarm state and acknowledged state.

viii. Text and Numeric Animation - The software shall display the numeric value of an analog point, text of a text point, and the descriptors of a binary point.  Display Linking - The software shall provide a display linking function.  Clicking the object associated with the link changes the display to a new user-defined display.

ix. Pickable/Non-Pickable - The software shall enable active points to be selected with the mouse and accessed.  It shall be possible to make a point non-pickable: the dynamic information shall be displayed, but the operator will not be able to access a detail display, change the value, etc. based on security settings of the software.

x. Ability to open external executable files from button click

xi. Ability to open HTML web pages from button click

xii. Ability to view Microsoft Excel files from button click

11. On-Line Help.  Provide a context sensitive help system to assist the operator in operation and editing of the system.  Help screens shall be available for all applications and shall provide the relevant data for that particular screen.

12. Security.  Each operator shall be required to log on to that system with a user name and password in order to view, edit, add, or delete data.

i. System security shall be selectable for each operator. 

ii.  The system administrator shall have the ability to set passwords and security levels for all other operators.  

iii. Each operator password shall be able to restrict the operators’ access for viewing and/or changing each system application, full screen editor, and object.  

iv. Each operator shall automatically be logged off of the system if no keyboard or mouse activity is detected.  

v. All system security data shall be stored in an encrypted format.

vi. Each object in the HMI database must be able to have a security policy applied to it.

13. System Diagnostics.  The system shall automatically monitor the operation of network connections and controllers.  The failure of any device shall be annunciated to the operator.

14. DDE Server - The HMI software shall be able to communicate and exchange data with any Third Party DDE compliant application.

15. MICROSOFT REPORT GENERATION – The HMI software shall be able to seamlessly interact with Microsoft Office Products, including Excel, with no additional programming.
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